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1 Introduction 
 

TeamSpirit IM server comes as a ready to use virtual machine made on VMWare platform with all the necessary 

software. 

The administrator must deploy the ova virtual machine (VM) file to VMWare vCenter\ESXi 6.x. 

After editing  the TeamSpirit IM configuration files, the server will be ready for use. 

 

2 System requirements 
 

The client must have a VMWare vCenter\ESXi 6 virtual machine management environment deployed.X or higher. 

If the virtualization environment is different from VMWare, the client must independently convert the VM OVA 

file to its environment format or use the built-in import tools. 

For example, to convert the OVA file into the AMI image used on Amazon EC2 for virtual machines you can use 

description: https://docs.aws.amazon.com/vm-import/latest/userguide/vmimport-image-import.html 

The administrator must have a basic knowledge of network setup on Debian family Linux OS 

The administrator must pre-select the FQDN name for the TeamSpirit IM server. 

TeamSpirit IM server must have a white IP, which must be registered as a type a record in the DNS zone of the 

client domain. 

The web management console of the IM server runs exclusively over https, so the client must have an SSL 

certificate for the FQDN of this server. 

If the SSL certificate is not present, it is necessary to buy one from a trusted centres issue certificates (CA) such as 
Comodo, Thawte, etc. the price of the ssl certificate for 1 year, one FQDN name is less than 10USD. A temporary 
SSL certificate for 3 months can be obtained, for example on https://www.gogetssl.com for free after 
registration. Web console IM server with self-signed SSL certificates will not work! 

In order for video conferencing to work on IM clients, you must install and configure a Videomost  server. You will 
need to specify the access parameters to this server in the TeamSpirit IM server settings. 

 

If you need to send e-mail messages when creating organizations, you need to know the parameters of access to 
the mail server through which you can send such messages. Incorrect values will make it impossible to create an 
organization through the web console. 
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3 Install and configure TeamSpirit IM 
 

To install TeamSpirit IM, import the OVA VM file. For VMWare vCenter execute File - > Deploy OVF Template - > 
Select OVA file and follow the import wizard. 

During installation, you will be prompted to choose a name for the virtual machine, ESXi server, Storage, 
Networks. 

By default, a virtual machine is created with the following parameters: 2x vCPU, 4GB RAM, 16GB HDD. This is 
sufficient for a production environment of 100,000 active users. You can increase these values if necessary. 

Run the installed VM and through the console get access to the OS settings and TeamSpirit IM server. 

In delivery using a conditional name server: im.domain.com . It should be changed to the name of your server 
during the configuration process. 

The system uses two default accounts and passwords. 

For ssh access the user admin is used , password: QWErty123 . To access through the console, the root user, 
password: QWErty123 . 

 

Settings OS Debian. 

 

1. In the /etc/network/interfaces file, specify how the IP address for the server is assigned, via DHCP, 
or static IP is used. The default is DHCP assignment. 

2. In the /etc/hostsname file, enter the server name 

3. In the /etc/hosts file, enter the fully qualified domain name (fqdn) of the server and its IP address 

4. In the /etc/resolv.conf file enter the IP addresses of the available DNS name servers 

5. Reboot the VM using the command: 

# reboot 

 

Settings TeamSpirit IM server. 

 

All TeamSpirit IM server files are located in the directory /opt/ServerMessenger/ 

 

1. Must be obtained from the CA files for ssl certificates copied to the /opt/ServerMessenger/push_certs. 
This file: 

imname.ca-bundle 

imname.key 

imname.crt 

"imname” is an arbitrary name corresponding to the server name 

 

2. In the file /opt/ServerMessenger/modules_customised/videomost/src/server/init.js  

To specify 

Config.host = "im.domain.com"; 



 

 

                    SPIRIT Proprietary and Confidential. © 1995-2019 SPIRIT CORP LLC  5 

 

 

The name of your server. 

3. In the file /opt/ServerMessenger/src/server/lib/init.js make changes to the following parameters: 

Config.host = "im.domain.com"; 

Enter domain FQDN name of your server 

 

Config.parentHost = "im.domain.com"; 

Domain name parent servers IM.TS. Usually the same as Config.host 

 

Config.username = "admin"; 

Web administrator name of IM server 

 

Config.password = "123456"; 

The password of the web administrator of the IM server. You should change it to yours. 

 

Config.vm_server = "vm.domain.com"; 

The domain name of the video Bridge media server for IM.TS 

 

Config.vm_username = "vmuser"; 

user login of the media server under which the conferences will be created 

 

Config.vm_password = "vmpass"; 

Config login password.vm_username 

 

    Config.twilio= { 

        accountSid : 'XXXXXXXXXXXXXXX',  

        authToken : 'YYYYYYYYYYYYYYY', 

        FromNumber : '+1XXXXXXXXX' 

} 

This is the 1st commercial service of sending confirmation codes via SMS 

You want to create your account on https://www.twilio.com/ and get the parameters 

  accountSid, authToken, FromNumber. 

 

    Config.nexmo= { 

        apiKey : ", 

        apiSecret : ", 

        FromNumber : " 

    } 

This is the 2nd backup commercial service of sending confirmation codes via SMS 
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You want to create your account on https://www.nexmo.com/ and get there settings 

 apikey, apiSecret, FromNumber 

 

Config.httpsCertificates = {  

       express : {  

          ca : path.resolve(__dirname, "../../..", "push_certs/imname.ca-bundle"), 

          key : path.resolve(__dirname, "../../..", "push_certs/imname.key"), 

          cert : path.resolve(__dirname, "../../..", "push_certs/imname.crt" 

        } 

} 

The file names of the server certificates and the certificate chain from the CA. Replace on their. 

 

    Config.apnsCertificates = { 

        store : { 

            key : fs.readFileSync(path.resolve(__dirname, "../../..", "push_certs/key.pem"),'utf8'),           

            cert : fs.readFileSync(path.resolve(__dirname, "../../..", "push_certs/cert.pem"),'utf8'), 

                            production: true 

        }, 

        voip : { 

            key : fs.readFileSync(path.resolve(__dirname, "../../..", "push_certs/voip_key.pem"),'utf8'), 

            cert : fs.readFileSync(path.resolve(__dirname, "../../..", "push_certs/voip_cert.pem"),'utf8'), 

                           production: true 

        } 

    }; 

Push  Certificates for Apple iOS.  In the store section to work push in IM. 

In the voip section to work push in Video. Must be received by the developer on the website 
https://developer.apple.com/   

 

    Config.fcmServerKey = "YYYYYYYYYYYYYYYY” 

This is the key to push on Android. The client must order on his own https://console.firebase.google.com 

 

    Config.webRTCConfig = { 

            "staticIceServers":[ 

                { 

                    "urls": "stun:im2.videomost.com:3478" 

                }, 

                { 

                    "urls": "turn:im.videomost.com:3478", 

                    

https://developer.apple.com/
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                   "username": "webrtc", 

                    "credential": "turnpassword" 

                }, 

            ], 

"dynAuthIceServers":[ 

                { 

                    "urls": "turn:im.videomost.com:3478", 

                    "secret": "turnserversharedsecret", 

                    "ttl": 3600 

 } 

            ], 

    } 

Descriptions of stun & turn servers used in webrtc to pass NAT. 

 

Config.email = { 

        service: "", 

        username: "", 

        password: "", 

        from: "no-reply@domain.com" 

    };        

  

from: email address on behalf of whom TS IM server mail is sent. 

 

 host  = { 

        host:'mail.domain.com', 

        port:25, 

        username:", 

        password:" 

    } 

host  - email smart relay . The client must specify the FQDN of its mail server. 

If required, you must specify username and password to send mail through the mail server. 

Note: it is necessary to check the operation of the mail server specified in the host parameter. To do this, 
use TeamSpirit IM server to send a test email. If you do not want to send mail, the parameter should be 
left empty, i.e. host: ". 

 

4. For the changes made in the file /opt/ServerMessenger/src/server/lib/init.js have taken effect the 
server needs to be restarted. 

# reboot 
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5. You can use any browser to administer TeamSpirit IM server via the web.  Description can be found in 
separate documentation - TeamSpiritIM_owner.pdf.   

To create organizations, use the link: 

https://im.domain.com/owner 

The first time you log in, you MUST add the name of the current server on the “Servers " page” 

 https://im.domain.com/owner/server/list 

 

6. To create\edit users in your organization, use the link: 

https://im.domain.com/admin to create\edit the users in your organization 

A job description can be found in separate documentation - TeamSpiritIM_admin.pdf. 

 

 

 

 

 

 

 
 

 

 

 

 


